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Abstract

As digital gambling becomes increasingly common, it brings significant risks to young people,
including addiction, financial difficulties, and serious mental health issues such as anxiety and
depression. To address these challenges, effective prevention strategies are crucial, especially
given the rising presence of gambling in digital environments. This paper examines the impact of
digital literacy programs, monitoring tools, and regulatory policies aimed at safeguarding
adolescents from the threats posed by online gambling. It particularly focuses on young,
impressionable players who are susceptible to in-game rewards that prolong gameplay, often
leading to adverse social, health, and financial outcomes.

Furthermore, the paper emphasizes the need for in-app protections and targeted regulations to
promote responsible online behavior, advocating for a comprehensive approach to protect
vulnerable users. The discussion also reviews current initiatives and the potential of
technological innovations in identifying and reducing the harmful effects of gambling behavior
among youth. In conclusion, the paper offers insights into the strategies for enhanced protection
of adolescents against the dangers of digital gambling.
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1. Introduction

Digital gambling websites have provided unprecedented opportunities for gambling
amongst youth who particularly need caution because of such features as anonymity, easy access,
and more psychologically engaging reward systems within the sites. Increased accessibility poses
great risks-to young users financially but also to their minds since they are not yet mature and
informed enough to handle such addictive tendencies.

Widespread penetration and persistence of online gambling and its rewards-based
mechanisms for engaging users increase the likelihood of impulsive, risk-taking behaviour; in
fact, many young users experience long-term adverse effects on their mental health, including
anxiety, depression, and social isolation. It is also profoundly distressing on a financial basis,
with debt and financial insecurity frequently affecting academic and personal life.
Multidisciplinary responses including digital literacy initiatives, parental monitoring tools,
regulatory frameworks, and counselling resources are likely to be necessary in response.

This paper discusses in particular the vulnerabilities of youths in the digital gambling world,

describes and analyses their mental health and financial implications, and reviews targeted
preventive strategies aimed at mitigating the risks.

2. Literature Survey

Repeated and consistent studies by the research studies clearly indicated the fact that internet
gambling is highly correlated to increased tendencies of addiction. Results developed by King et
al., 2020 clearly indicated that the gamified rewards possessed within these platforms blur a
once-clear distinct lines separate gaming from the real activity of gambling; thus, they make
young person’s even more liable to the risks of such addiction. Being conscious with these
findings, Derevensky and Gupta argued in their work (2019), that it is therefore imperative first
to understand anxiety and how depression impacts a young gambler, therefore bring them into
school's awareness campaign meant to proactively mitigate against the problem even before
letting it get beyond one's control.

According to Monaghan et al. (2019), digital literacy was also perceived as an
essential variable to enhance the development of critical thinking about gambling games, and
according to Hing et al. (2020), it is compulsory to fulfil the gap for forming services and
support programs with counselling programs integrated with holistic therapies for addressing
mental illnesses.

According to Griffiths and Parke (2018), Gainsbury et al. (2021) have proposed that such
regulatory systems have to be open and receptive to incorporate and embrace age verification
procedures with appropriate parental controls deployed.
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3. An Overview of Online Gambling

Online gambling platforms combine psychology, gaming mechanics, and technology in a
deliberate strategy to create experiences that make the user feel involved and engaged. With
targeted advertising, simple on boarding with gamification techniques and encouragement of
frequent betting in the long run, the gambling online platforms have attempted to attract new
users.

Mimicking the addictive video game gratification, online gambling systems look to
enhance their addictive nature using strategic point systems, badges, and personalized offers.
Online gambling sites can fine-tune the experience to individual users’ preferences by examining
data related to user behavior and activity; thus, user engagement boosts with the possibility of
more revenue for the site.

The websites develop creative presentations for bets and outcomes with emphasis on
possible winnings, whilst risks of the activity are less put into focus. Such an approach stimulates
frequent betting and further user activity. To keep up such positions and continue profit-making
for long, online gambling websites make constant updates to their services in accordance with
trends and preferences.

Understanding and targeting such dynamics is likely to help the stakeholders, including
policymakers, educators, and mental health advocates, in assessing the risks associated with
online gambling and implementing targeted preventive strategies for youth and other vulnerable
populations.
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Figure.l The data flow of gamblers to third-parties

4. High Risk Issues in Online Gambling

1.

Lack of Surveillance: Most online gambling sites are accessible with minimal
verification. They thus provide an environment within which the youth gamble in secrecy
without much oversight. They give anonymity, hence hiding the behaviors of gambling
among young users who end up gambling frequently without surveillance.

Addictive Game Mechanics: The majority of gambling sites include game mechanics
such as reward points and instant gratification mechanisms that exploit psychological
responses to create addictive behavior. These factors attract youths to the gaming habits,
especially when they pay little attention to the financial costs; they become debtors with a
financial burden that impacts their academic and personal life.

Mental Health Issues: Online gambling has had its list of mental health issues associated
with it; its interactive nature remains one of the added risks associated with young
gamblers. Findings place young gamblers as most prone to anxiety and depression, born
from stress due to gambling and losses in money.
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Addiction

Online gambling's ease of access
and constant availability can lead
to addiction, impacting mental
health and relationships.
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instability.

Academic Decline RISKS Social Isolation
Time spent gambling can interfere 9 OF EF_(CESSiVG gambling can lead_to
with studies, leading to poor withdrawal from social
academic performance and also in GAMBLI NG activities and relationships.

their career.

Crime and Legal Issues

In severe cases, youth may resort to
theft or fraud to fund their
gambling habit.

Mental Health Issues
Gambling addiction is linked to
increased anxiety, depression,
and even suicidal thoughts.

Figure.2 Risks of Various Online Gambling platforms

5. PSYCHOLOGICAL & SOCIAL IMPACTS OF GAMBLING ON YOUTH

From evidences, online betting sites and also media and entertainment exposure have made this
problem become a major case of concern among youth. Therefore, based on the social and
psychological effects that occur from gambling among the young people, this analysis raises an
argument in the need for prevention.

Psychological impacts on youth:

e Addiction and Compulsive Behaviour: Children are vulnerable to forming addictive
habits. The elation of winning as well as “near misses,” the most advertised attractions by
most gambling sites, create the feeling of too much pressure to play habitually.

e Mental Health Problems: Long-time gamblers suffer from anxiety, depression, and
hopelessness. Weaknesses in psychology are sometimes amplified during adolescence
when mental health problems are at their most intense, due to the euphoric and despairing
highs and lows of betting.

e Impaired Decision-Making: Addiction interferes with the developing prefrontal cortex,
which drives decision-making. This impaired functioning could prevent youthful users
even from rationally calculating the risks and will likely lead to impulsive betting and
judgments in other life areas.

ISSN: 2583-9055 https://jcse.cloud/ 101


https://jcse.cloud/

The Journal of Computational Science and Engineering (TJCSE)
ISSN 2583-9055 (Media Online)

Vol 3, No 1, January 2025

PP 97-109

Social Isolation: Prolonged use of digital devices or engaging in virtual environments
can result in social isolation. People may withdraw from face-to-face interactions and
start giving more importance to online activities than to personal relationships, which
causes feelings of loneliness, lower levels of social skills, and weakened support
networks.

Social Impacts on youth:

Stress and Relationship: There is tension with families and friends because of money
problems or abandonment of personal relationships. The youth may isolate him/herself
from the family members, or even become more dependent on other outside people for
support.

Financial Instability & crisis: Teens may withdraw or spend unreasonably to maintain
betting. This may lead teens and even young adults to debt-burdened and staying in this
situation in the long run.

Academic and professional setbacks: The highest priority is given to gaming, and the
following academic performance at school or job work suffers, hence creating a poor
outcome and missed opportunities. This setback is bound to hang on beyond the playing
surface.

Risk of Criminal Activity: In order to maintain the habit for gambling, the youth may
steal money from their family members or friends and indulge in some criminal activities
for making money to recover losses.

Aug 2024 Statistical Analysis of Online Gambling Participation of youth

Source: Statista Market Insights
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Figure.3 Statistical data showing the Increasing Participation of Youth in Online
Gambling
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Figure.4 Increasing Debt Cases among Youth due to Online Gambling

6. CASE STUDY

Notable Rising Online Gambling Incidents in India: -

Recently, the boom of online gambling in India has sparked debates over legality and its
consequences, particularly for the youth. The current legal framework, such as the Public
Gaming Act of 1867, does not explicitly address online gambling, leading to a surge in
unauthorized websites and apps. Many young people engage in high-risk gambling activities,
which has led to increasing addiction rates and financial losses. Additionally, the lack of
regulation has made it difficult to monitor and prevent underage gambling.

e Karthik’ Case: Ruin from Fantasy Sports and Online Gambling (2023):

A young man from Bengaluru, identified as Karthik, got hooked on fantasy sports and
online gambling, convinced he could make quick profits. His obsession grew, and he ended up
borrowing substantial amounts from friends and family, all of which he lost in the gambling
games. His situation worsened when he turned to illegal offshore gambling websites, leading to a

deepening of his debt.
e Family Dies by Suicide in Hyderabad (6™ Oct 2024):

In Yadapally Village, Nizamabad district, a family on Wednesday committed
suicide due to huge losses their son Harish faced while playing online gambling. The boy was
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addicted to online gambling and borrowed money from many of his friends and neighbours their
family could not manage the debts for the creditors.

e Student Commits Suicide After losing 80L in Online Gambling (6™ Dec 2024):

A 23yr old student commits suicide after suffering loss of 80 lakh rupees in online
gambling. He had borrowed money by applying a loan with very high interest rates. He took his
own life being harassed by money lenders and was unable to clear the debt.

e 22-Year-Old Commits Suicide After Gambling Losses (5" Dec 2024):

A man from Bhubaneswar lost nearly 34 lakh rupees by playing online gambling. To gain
the lost money he again played the online betting even though his family advised him not to. At
last, he ended up with a heap of debt and hanged himself.

e Rajkot Student Commits Suicide Due to Gambling Addiction (22" Nov 2024):

A college student named Krishna Pandit, committed suicide after losing money by
addictively playing online gambling. In the note he wrote, he mentioned the hopelessness he
experienced from losing money and cautioned others to avoid making the same mistake.

e Youth Dies After Losing ¥1Lakh in Online Betting (18" June 2024):

Bhanu Prasad, a 24-year-old youth from Ramayampet of Medak, consumed poison after
losing X1.5 lakh in online betting. He was shifted to a hospital in Hyderabad where he
succumbed to his injuries as he could not repay the loan.

400 | —e— Youth Deaths

Number of Deaths

2019 2020 2021 2022 2023 2024
Year

Figure.5 Increasing Deaths among Young people due to Online Gambling

7. SOLUTIONS TO REDUCE RISKS OF ONLINE GAMBLING ON YOUTH

e Multi-Factor Biometric Authentications
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It uses multi-factor biometric authentication, featuring face and fingerprint detection, in
verifying the identity and age for access to underage access of gaming sites. It only allows valid
access but maintains security. Although applied widely on high-security platforms around the
world, India still has financial and regulatory challenges to its implementation.

71 Challenges of implementing age verification and biometric authentication in
India:

However, there are some challenges to implementing in India. One major factor is the
lack of appropriate infrastructure to support these technologies, especially in rural and
semi-urban areas with low internet connectivity and less technology penetration. Another key
factor is the issue of privacy and data security since comprehensive data protection laws such as
GDPR in Europe have not been framed in India. High costs of implementation coupled with
resistance from smaller operators for financial reasons further increase the complexity of
adoption. In addition, cultural and social unwillingness to share personal biometric data for the
sake of non-essential services forms another barrier—making extensive awareness campaigns
along with policy support necessary to succeed.

* Real-time AI Spend Alerts
Al platforms track the expenditure of players and warn them whenever their limits are
crossed, so there is responsible gaming. Nevertheless, such features are not seen often on Indian

online gambling websites, which reduces the risks of financial loss. Parental Guidance: Controls
and Warnings. It is to examine what a child is engaged in on gaming sites and alert them not to
get carried away with some activity like overspending or gambling. Indian gaming applications
have deficiencies in their implementation and upgradation. Self-regulation tool gamification.
* Parental Guidance with Controls and Notifications

Parental features are in place that would control the activities of children on gaming sites
by alerting them to dangerous activities like excessive expenditure or gambling. While all these
controls exist worldwide, there seems some fault in its proper implementation and improvement
within the Indian gaming apps. Self-regulation tool gamification

In India, gamification tends to encourage more gambling rather than moderation. The

age verification must be effective and the data policies have to be transparent along with
user-friendly interfaces that emphasize addiction risks and in full compliance with KYC and
AML regulations. Many of the large platforms have done this but enforcement is not consistent.

8. GLOBAL VIEWS ON ONLINE GAMBLING AND PREVENTION MEASURES
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Comparing the advancements in online gambling with the measures used in other
countries reveals several differences in the regulatory approaches employed globally.
¢ United Kingdom (UK)

The UK was and still is known to have a booming online gambling sector that is directed
by well-formed laws. Its market is also much more developed than the majority of other markets!
Younger people are incentivized to place bets by gambling features like loyalty rewards as well
as through mobile applications and betting in games. Severe age restrictions, mandatory
exclusion policies like GAMSTOP, and Al technology, which warns users of these features on
gambling, are standard practices of the UK Gambling Commission.

e Australia

Sports betting is the most popular type of gambling in Australia, and placing bets on
previously held tournaments is becoming a trendy activity. These assistive features make the
experience more immersive but do enhance the chances of a person betting more than he or she
imagined. The National Consumer Protection Framework tries to change behaviour by
promoting

an adjustment feature, preventing users from betting too much. Ad campaigns underline lowering
the chance of suffering as well as assist those who are hit.

e Sweden

Player protection and transparency are legislated through a very strict regulatory system in
Sweden. Licensing also requires operators to implement deposit limits and self-exclusion.
Educational initiatives and public awareness campaigns are also intended to reducing
gambling-related harm, especially among vulnerable target groups. On the other hand, it is
driving Sweden towards finding a middle ground between the two ends of industry growth and
the welfare of the public in general, as user-centered policies dictate.

* Unites States of America (USA)

The different states in the US have different approaches towards gambling through the
internet, thus creating a fragmented footing for the regulations. For instance, New Jersey has
many advanced policies regarding gambling such as the provision of self-assessment tools and
real-time gambling behaviour monitoring. This tells much about the need for a national
framework and how other states do poorly behind it. The American experience clearly highlights
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how imperative it is for coherence between state and regional policies toward comprehensive
most successful prevention efforts.

* INDIA

India has unique challenges in the form of fragmented laws and a lack of widespread
technological adoption, especially in rural areas and in certain sectors. While countries like the
UK and Sweden are focused on user-friendly interfaces and transparent policies, Indian
platforms often focus more on user acquisition than on measures for responsible gambling. Such
international strategies can be studied by India to create a hybrid approach most suitable to its
socio-economic and technological environment that ensures a balanced and ethical gambling
ecosystem. While countries around the world have their own approaches, which give a good
framework of preventive measures, India needs to adapt the solutions to its socio-economic
realities in order to efficiently mitigate online gambling risks and can pave the way for a more
effective regulatory environment.

9. CONCLUSION

In conclusion, this research represents severe threats which online gambling poses to youths
and brings forth practical solutions to address the issue. Discussing addictive mechanics and
access which lead to psychological, financial, and social damage on youths, promising solutions
included enhancing digital literacy, strict enforcement of age verification, making use of Al for
real-time monitoring, and encouraging parental involvement.

Proper roundness of approach would counterbalance these risks. If policymaking,
teaching, and tech companies do have an effective collaboration, the result may be tougher
regulations, increased threats awareness, and support of risk-prone individuals. Based on this
study, better protection of young people will be realized towards a better digital environment
against the destructive influence of online gambling.
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