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Abstract

Security has gained more significance in the globalized world of today. Mechanical locks are
simple to override and provide minimal security against contemporary techniques of intrusion.
The presence of loT-based smart door locks offers reliable, easy-to-use solutions for residential,
commercial, and industrial applications. This paper presents a better smart locking system
employing Arduino UNO, embedded IoT devices, and emerging security paradigms like
quantum- resistant cryptography and machine-learning-based authentication. With the
implementation of quantum-resistant cryptographic algorithms and real-time cloud connectivity,
the system proposed provides future-proof and scalable security.

Keywords:
Smart Locking System, Quantum Computing, IoT Security, Post-Quantum Cryptography, MQTT
/ Wi-Fi/ BLE Communication

1.Introduction

Access control forms the foundation for physical and cyber security. Technologies have
progressed from mechanical keys to electronic locks with RFID, OTP, and biometric verification.
Door locks are now connected to mobile applications, home assistants, and cloud based devices
that support remote monitoring and control as IoT devices continue to proliferate. These IoT
devices are now more vulnerable to cyber attacks and hence require higher-level encryption and
advanced anomaly detection. Quantum computing breakthroughs endanger conventional
encryption techniques with quantum resistant cryptography (e.g., lattice-based cryptography)
under research. Deployment of such algorithms in IoT-capable smart locks future-proofs security
against forthcoming quantum- based threats. Al-based analytics further improve reliability
through real-time detection of anomalous access patterns and brute-force attempts. This paper
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hardware-implemented reinforced door lock with the optional feature of using quantum-safe
encryption and monitoring over the cloud.

2. Literature Survey

[1] Akshaya Krishnadas Bhat et al. The emergence of smart door lock technology is a precursor
to the rapid integration of electronics, IoT, and cybersecurity. Initial researches, for example, by
Bhat et al., developed password-protected doors based on Arduino boards, showing that low-cost
microcontrollers could offer enhanced home security than standard mechanical locks. [2]
Prabhakar et al. took it a step further by suggesting Arduino UNO-based locks that were
economical and simple to install in offices, homes, and schools. Kumar et al. suggested
Bluetooth- based locks where Bluetooth served as the communication bridge between
smartphones and Arduino, showcasing the capability of mobile-access control. Further
developments have shown longer-distance connectivity through Wi-Fi modules to synchronize
door locks with cloud dashboards to log events and verify status. RFID verification is a
widespread contactless alternative, and fingerprint and facial recognition sensors offer improved,
multi-factor security. [3] Low-power IoT protocols like MQTT and the Matter standard enable
more optimal communications and device interoperability and position smart locks at the hub of
bigger smart- home systems. Energy efficiency is also in focus, e.g., for battery-powered locks,
resulting in low- power hardware and harvesting energy from sunlight or kinetic sources.
Simultaneously, Al-based analytics were used to detect brute-force attacks or abnormal patterns
of logins, raising the resistance against illegal access. Recent efforts focus on the impending
quantum computer threat that would be capable of breaking classical encryption methods. [4]
Post-quantum cryptography as lattice-based encryption and hash-based signatures was
demonstrated to support embedded hardware with little latency, and NIST's standards guide in
2024 control the selection of quantum- resistant schemes. There are also articles investigating the
application of quantum key distribution in ultra-high-security environments. Hybrid systems
incorporating PINs, biometrics, RFID, and anomaly detection demonstrate a multi-layered
defense position, and intrusion sensors and tamper- proof encasements offer additional physical
strength. Edge computing is suggested for reducing authentication latency through local
credential processing, and sustainable design is aimed at long battery life and energy harvesting.
Usability testing examines end-user adoption of biometric and quantum-secure locks and finds
that familiarity and feedback enhance adoption. As a whole, this collection of research traces
development from basic keypad locks to advanced, encrypted devices mashups of IoT, Al, and
quantum-resistant crypto. This work expands upon these findings by integrating Arduino, loT
networking, anomaly detection, and post-quantum encryption to create a future-proof, scalable
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3. Methodology

Design strategy for an intelligent locking system of the next generation is centered around the
integration of an Arduino UNO controller with [oT, quantum-resistant cryptography, and
accessible access mechanisms. Start by defining the Arduino UNO as the master processing unit
that would control all the subsystems, such as authentication, motor drive, and communication of
data. A user types in a password or biometric information using an input interface, such as a
plain 4x4 keypad, capacitive touch screen, or advanced biometric sensors like fingerprint or
facial recognition readers. Such inputs are checked locally by the Arduino against stored
credentials or authenticated remotely through a secure cloud server via Wi-Fi or Bluetooth Low
Energy (BLE). To avoid credential stealing or eavesdropping, communication between the device
and cloud services is Transport Layer Security (TLS) encrypted or, where necessary,
quantum-resistant algorithms like lattice-based or hash-based encryption libraries. After
successful authentication, the Arduino sends the control signals to a servo motor operating the
lock mechanism to rotate the latch to unlock for an interval duration. On failure of
authentication, the system is locked, and feedback in real time from an LCD or OLED display
informs the user of "WRONG PASSWORD" or "ACCESS DENIED." In case of repeated
failures, an alarm is received by the administrator smartphone or cloud dashboard, and the
system can be set to enter lockout mode to prevent brute- force attacks. For supporting loT
functionality, the system figure 1, has a Wi-Fi module (e.g., ESP8266/ESP32) or BLE hardware
that supports event logging, remote unlocking, and firmware updates. The information is
communicated using light-weight protocols like MQTT or HTTPS, such that support for
smart-home hubs based on the Matter standard is guaranteed. Al-driven anomaly detection
algorithms can be executed locally or in the cloud, monitoring patterns of access and marking
suspicious activity in real time. Power management is taken care of by the use of low-
consumption hardware, sleep modes, and alternative renewable power in the form of small solar
panels or kinetic charging. The servo motor is also PID-tuned to run smoothly and stably and
reduce power consumption. Everything from the Arduino to the motor, keypad, and display is
inside a tamper-evident case with intrusion detectors that sound alarms when the casing is
opened. System maintains a software architecture that supports modular upgrades so that new
authentication methods like RFID cards, NFC mobile phones, or even quantum key distribution
for ultra-secure centers can be added by developers. Access logs and performance metrics are
kept on local storage and synced to cloud storage for reliability even during network outages. It
has a multi-layered security strategy, with local authentication augmented with encrypted cloud-
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based verification and regular firmware updates signed with post-quantum cryptographic keys to
protect against unauthorized code injection.

000

000 Encrypted
000 Communication T

Keypad

h 4

Cloud
Quantum-Safe Server
Encryption

WRONG

=)

Biometric

Sanisar PASSWORD

Servo Motor

Figure 1: Quantum-Resistant based IoT Smart Locking Systems

Prototype testing also covers assessment of authentication rate, encryption penalty, servo
response time, and power consumption under typical domestic and office environment usage
conditions. Stress tests include emulation of repeated unsuccessful login attempts and testing
the lockout and alert features. By this approach, the suggested smart lock capitalizes on 0T,
Al, and quantum-resistant cryptography but is not pricey, easy, and compatible with current
access systems. The outcome is a strong, versatile, and power-efficient solution that can face
existing and emerging security environments.

User Input

Password/
Biometric?

Yes

Authenticate
Unlock the Lock]

Figure 2: Methodology

The flow chart for the smart locking system proposed starts with the device initialization,
followed by user input via a keypad, biometric sensor, or both. The system checks for
appropriate credentials or not; if not, the system will ask the user to input again. Upon
sensing

ISSN: 2583-9055 https://jese.cloud/


https://jcse.cloud/

The Journal of Computational Science and Engineering (TJCSE)
ISSN 2583-9055 (Media Online)

Vol 3, No 11, Nov 2025

PP 260-269

‘q,‘

7,

0 o
o, <
Y pugLicK

a password or biometric sample, the authentication process checks the data against stored
locally or encrypted in the cloud records. Authentication failure sends an error notice and, if
set, an alert notice to administrators. Successful authentication has the servo motor open the
door for a predetermined time before automatically locking. System status is shown on an
LCD or OLED display during operation, and all events—successful submissions, failed
attempts, and lockout situations—are stored locally or relayed to a cloud-based dashboard for
monitoring. This formalized process maintains smooth operation, transparent user feedback,
and secure management of access requests.

4. Experimental Setup and Implementation

The architecture figure 3, of the designed smart locking system is such that it combines
hardware, software, and communications layers into a combined, secure platform. It has its
core microcontroller, which is the processing unit, in charge of authentication, encryption,
and motor control. The user credentials are gathered through a keypad, biometric sensor, or
NFC/RFID reader, all of which are connected to the GPIO pins. An LCD or OLED screen is
added to display instant feedback like "Enter Password," "Access Granted," or "Access
Denied." The locking hardware module is implemented by using a servo motor strapped on a
specific output pin to turn the latch only after successful verification. Wi-Fi or Bluetooth Low
Energy modules are utilized in the design for communication with cloud servers and mobile
apps using light- weight protocols like MQTT or HTTPS. Quantum-resistant cryptographic
libraries are pre- installed in the firmware to secure all data exchange with quantum-proof
immunity from attacks in the future. Event data like login attempts, lock state, and power
levels are locally stored in EEPROM and synchronized with a secure cloud dashboard. A
power management subsystem is supplied by rechargeable batteries complemented by solar
or kinetic harvester, with sleep modes ensuring low consumption during idle times. The
housing also features tamper sensors in contact with interrupt pins, which instantaneously
send alarms or notifications when attempted forced entry is made. Al-driven anomaly
detection can run on- device or in the cloud, monitoring for brute-force or aberrant access
attempts. The architecture is modular, so developers easily add next-generation features like
face recognition cameras, higher-order biometrics, or quantum key distribution hardware
without redesigning underlying logic. Firmware is OTA wupdated and signed with
post-quantum algorithms for code-injection malware protection. The stacked architecture,
from input to processing, actuation, communication, and monitoring, ensures that every
subsystem maximizes security, efficiency, and scalability. Overall, this is a solid platform for
delivering speedy, user-focused access and fending off the latest threats in IoT and

cryptography.
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Figure 3: System Architecture

5. Result Analysis

The prototype demonstrated sustained performance in user authentication and access
control. IoT integration facilitated event logging and real-time alerting. Simulated quantum-
safe encryption demonstrated sub-millisecond latency overhead for conventional password
sizes, which attested to feasibility for embedded locks. Tests confirmed that inclusion of a
secure cloud platform substantially improved the functionality and fault tolerance of the
system. The lock would be capable of exporting access logs (time, user ID, success/failure)
in real time where administrators would be able to view activity through a web dashboard or
mobile app. Failure attempt warnings, tamper alerts, or low battery were sent immediately
through cloud push notifications and email. The dashboard offered analytics such as login
frequency, peak usage time, and anomaly flags created by an Al engine. Cloud-to-local
controller synchronization was maintained even in the event of network failure due to a
light- weight caching system. Firmware was also upgraded over the air (OTA), signed with
post- quantum keys to prevent unauthorized tampering. Latency metrics were under 200 ms
for log upload and under 500 ms for remote unlock requests, testifying towards real-time
operation. Quantum-secure algorithms used in encryption were kept confidential during
transmission and storage. In general, the cloud layer was important in centralized
monitoring, predictive maintenance, and scalability in deployment of the smart lock in
various locations.
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Figure 4: Smart Door lock system

6. Conclusion

Smart lock technologies are evolving beyond simple password-based systems. By integrating
IoT, Al and quantum-resistant cryptography with traditional microcontroller-based systems,
we can create secure, adaptable systems that stay in front of potential threats. Power
optimization for battery-powered deployments and using quantum key distribution for super-
secure applications are some of the directions in the future.
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